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1 Introduction

The “IEC61850-ServerSim-G” offers you the capability to test client type systems, like RTUs,
substation HMIs or SCADA systems, using IEC 61850 communication. With the IEC61850-ServerSim-
G Software License, you can test clients without the need for real physical IEC 61850 intelligent
electronic devices (IEDs). The IEC61850-ServerSim-G is able to simulate up to 250 server devices with
one software license. The IEC61850-ServerSim-G supports Edition 1 as well as Edition 2. The
embedded SCL parser recognizes automatically Edition 1 or Edition 2 SCL files and processes each
appropriately. The simulated server device can also act as a GOOSE publisher and/or subscriber
simultaneously.

The server’s data model is configured by a separate configuration file for each simulated IEC 61850
server. The configuration file is in SCL format (SCD, ICD, CID or IID) acc. to IEC 61850-6. The SCL
file specifies the data model of the server, including data-sets and control blocks. Reporting behaviour is
configured by Report Control Blocks and the GOOSE publisher by GOOSE Control Blocks. In
addition, the SCL file defines Common Data Classes and Logical Nodes acc. to IEC 61850-7-3 and IEC
61850-7-4. The data definition can be easily extended for additional Logical Nodes and Common Data
Classes, as specified in companion standards like IEC 61850-7-410, or IEC 61400-25-2, or according to
user-specific definitions. In this way you are able to test an IEC 61850 client system communicating with
multiple simulated server devices combined with one or more real server devices.

The user may configure the Process Data Simulation for each simulated server separately using a
Graphical User Interface (GUI).
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IEC61850-ServerSim-G, typical test configuration
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2 Features of IEC61850-ServerSim-G

»  The IESOFT Setver Simulator supports the following IEC 61850-7-2 classes with their associated
services — mapping as specified by IEC 61850-8-1:

e Server

e Application Association - TPAA

e Logical Device

e Logical Node

e Data

e Data Set

e Reports - buffered and unbuffered

e Jog

e Control

e  Generic Object-Oriented Substation Event (GOOSE), Publisher and Subscriber

e TFile Transfer

»  Easy configuration of data models via configuration file in SCL format. Separate SCL files for each
simulated server possible.

»  The software package contains 30 data models as SCL files of real IEDs.

»  Easy extension of the data model: all Common Data Classes and Logical Nodes as defined in IEC
61850-7-3 and IEC 61850-7-4, resp, are supported as well as CDCs and LNs defined in companion
standards like IEC 61400-25 and user-specific CDCs and LNs. In particular, also LNs, CDCs, and
Control Blocks of IEC 61850 models not supported in the current version of the product (like
Setting Group, Substitution, Service Tracking) can be displayed and accessed by remote clients.

»  Easy configuration of process data simulation via file and/or via graphical user interface.
Separate configuration for each simulated server possible.

»  High variety of simulation models available (in total 14), including simulation models for Control
Model and Quality.

»  With the saving and loading functions, configured setvers can be stored in projects. The user is able
to set up and reuse different configurations.

»  Easy configuration of complex device and process behaviour by scripting simulation events. Allows
the user to implement multiple system failures, mass reports, etc...

»  Fast and easy setup of systems with a large number of devices by using the integrated copying
function.

» Includes Client functionality. Via a Graphical User Interface (“IED Browset”) the user can display
and access (read/write) the data of the simulated devices.
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Supports IPv4 and IPv6.

»  Easy installation on a computer running MS Windows operating system.

3 Simulator Graphical User Interface (GUI)

IEC61850-ServerSim-G

Device  Simulator  |ED Browser
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Device Name | Device Path | Device Status A
U4AAXP24 C:\Projekte\ied \U4AAXP 24\ saved
U4AAXP25 C:\Projekte\ied \U4AAXP25\ saved
U4AAXP26 C:\Projekte\ied \U4AAXP 26\ saved
U4AAXP27 C:\Projekte\ied \U4AAXP27\ saved
U4AAXP28 C:\Projekte\ied \U4AAXP28\ saved
U4AAXP2S C:\Projekte \ied \U4AAXP 29\ saved
U4AAXP210 C:\Projekte\ied\U4AAXP210\ saved
U4AAXP211 C:\Projekte\ied \U4AAXP211\ saved
U4AAXP212 C:\Projekte\ied\U4AAXP212\ saved
U4AAXP213 C:\Projekte\ied\U4AAXP213\ saved
U4AAXP214 C:\Projekte\ied \U4AAXP214\ saved
U4AAXP215 C:\Projekte\ied\U4AAXP215\ saved
U4AAXP216 C:\Projekte\ied\U4AAXP216\ saved
U4AAXP217 C:\Projekte\ied\U4AAXP217\ saved
U4AAXP218 C:\Projekte\ied\U4AAXP218\ saved
U4AAXP219 C:\Projekte\ied \U4AAXP219\ saved
U4AAXP220 C:\Projekte\ied \U4AAXP220\ saved
= -
v

TEC61850-ServerSim-G: main window
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New Device Configuration X
| r~ Device Configuration |dentifier — — Startup Data
| fied_f650 SCLFile Name  [F650icd v] -
| —IP Address IED Name L4AAXP2 -
|192,168_173,29 L] AccessPoint Name |51 -
| ~Comment Report ScanRate |25 RCBName Indexed | Yes
fieds smulation BRCE Buffer Size {11111 byte
| Max = Log Scan Ra‘lte ‘ 0 s LogMax EnmaA |U
| |2 Supported File Services [~ Yes Items Writable [~ Yes
| —Max Pending Indications —
| I2
| T~ Max Nesting Level ) )
|2 —GOOSE Publisher and Subscriber
Publish GOOSE at Startup |~ Ye: Enable GOOSE Subscriber [~ Yes
_ GOOSE Retransmission |5 10 20 40 80 160
| [ Identify GOOSE Simulztion ™ Yes GOOSE NdsCom [~ Yes
|| Vendor  ||ESOFT ' '
[ | Model F650
| | Revision ~ Delay
Device Init (mean) [p~ ms Read (mean) [p~ ms
[ Device Init (stdev) [p~ ms Read (stdev) [ ms
| Time Quality I,D Initiate (mean) 0 ms Write (mean) [ ms
Initiate (stdev) D ms Write (stdev) [ ms
Status Response
| | StatusLogical {0.1.2.3) Save |EC
| | StatusPhysical ‘ {0.1,2. 3} Cancel I ITI
StatusLocalDetailLength 0..128
StatusLocal Detail E.g. Ox0A Ox7

IEC61850-ServerSim-G: window “New Device Configuration”

4 TED Browser

The IED Browser displays the IED’s data model for any of the configured IEDs. In addition, the IED
Browser enables the user to select a Data Attribute from the data model and to write a new value to it —
e.g. to trigger the sending of an IEC 61850 report due to data changes. The IED Browser can also

connect to external real IEDs.
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TEC61850-ServerSim-G: window “IED Browser”

5 System Requirements and Support

5.1 System Requirements

Computer with operating system MS Windows 10, MS Windows 11, MS Windows Server 2012, or MS
Windows Server 2019 with at least 4 GB RAM and one Ethernet network interface card.

The actual required hardware resources (CPU, RAM, ...) depend on the number of server devices to be
simulated, the volume of the data models, and on the actual configuration of the process data simulation.

5.2 Technical Support

For technical support a Maintenance & Support contract (validity period: 1, 2 resp. 3 years available)
should be agreed. Software updates are also included in the M & S contract.

If the customer has no knowledge about IEC 61850 a training of at least one day is highly
recommended. When taking a training the Maintenance & Support will be included in the license price
within the first 12 months after purchase.
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5.3 License Protection

The product uses a license protection.

6 Part Number

» IEC61850-SetverSim-G

» Version including support of GOOSE publisher and subsctiber.

We offer specific Training and Workshops on request. With a M&S Contract also free updates are
available, as upgrades for IEC61850-ServerSim-G are released continuously.

» Contact:

IESOFT UG (haftungsbeschrinkt)
Marktplatz 7

75203 Konigsbach-Stein

Phone: +49 174 2932602

E-Mail: enchev(@iesoft.de

Internet: www.iesoft.de

Ivan Enchev - Managing Director

Copyright Notice

Copyright © 2023-2024 IESOFT UG (haftungsbeschrinkt). All rights reserved. No part of this document
may be reproduced, distributed, transcribed, transmitted, copied, stored in a retrieval system in any form or
by any means, including photocopying, recording, or other electronic or mechanical methods, or otherwise
disclosed to third parties or translated into any human or computer language without the prior written
permission of IESOFT UG.
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